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Abstract. Component-based software development can reduce software devel-
opment cost, time, and risks. However, component integration can yield com-
posites that provide additional, undesired functionality. To address this issue,
compositional wrappers are often developed to strip off the extra functionality.
Additionally, compositional wrappers can implement a number of smart fea-
tures to support automated development and use of component-based systems.
Features of interest include: component and system self-documentation, auto-
mated software licensing support, facilities for updating a component and for
suspending usage of a particular component, usage and inheritance restrictions,
automated installation and customization of components and systems, fault
management, and operational support. In this paper, we provide a brief intro-
duction to these features and to some of the issues and opportunities for imple-
menting each feature at the level of compositional wrappers.

1 Introduction

The tremendous explosion in the size and functionality of software applications due to
advances in technology, ever-growing user needs, and market trends has often resulted
in large, monolithic applications that attempt to meet the needs of many different
users. Many in the software engineering community have turned to component-based
development to address this need. Unfortunately, during system development, com-
ponent integrators often require a set of functions that cannot al be sdtisfied by a
single component. We are currently studying the issues related to composing software
components using wrappers for the purpose of satisfying the customer’s functional
requirements of a component. Compositional wrappers encase a set of components
for which the union of their provided services satisfies the set of functional require-
ments specified by the client. Compositional wrappers can reduce software develop-
ment cost, time, and risks. They can provide a comprehensive treatment of compo-
nent composition, including improved possibilities for automation of component com-
position.



When a compositional wrapper is deployed with its constituent set of components,
the components and the application environment interact with each other through the
wrapper’ s interface. Wrapper generators could be provided to:

— Interact with the client’ s environment,

— Acquire for the client the set of components that need to be included in the compo-
sitional wrapper and

- Provide the “glue” code to integrate the components into a single component (“the
wrapper”) that provides the reguired functionality on the required input domain and
nothing else.

A number of “smart features’ are desirable to facilitate the component marketplace
and support the intelligent use of component-based systems. Smart features include:
component and system self-documentation, automated software licensing support
(including automated usage tracking), facilities for updating a component and for
suspending usage of a particular component, usage and inheritance restrictions, auto-
mated installation and customization of components and systems, fault management,
and operational support.

Previous discussions of these features in the software engineering published litera
ture typically describe the features in the context of individual components. (See, for
example, [1-6]) Orfali, Harkey, and Edwards [7] refer to a “supercomponent” as a
component that adds support for: “security, licensing versioning, life-cycle manage-
ment, support for visual assembly, event notification, configuration and property man-
agement, scripting, metadata and introspection, transaction control and locking, per-
sistence, relationships, ease of use, self-testing, semantic messaging, and self-
installation.” Others [for example, 8] provide similar descriptions, referring to the
enhanced components as “ packages’, “megablocks’ and “megacomponents’.  Build-
ing smart features into individual components may yield “fat” components that require
very expensive and complex component development efforts and may result in com-
ponents packed with unnecessary functionality. Large fat componentsresult in slower
loading and downloading of components. Systems assembled from these components
may be less efficient because each individual component may perform operations that
provide no added value to the user. Multiple components may implement the same
features, resulting in redundant operations. Because developers often price compo-
nents based on the amount of functionality provided, the result is often increased costs
for systems assembled from feature-loaded components.

It will be difficult to ensure that component vendors adhere to standards support-
ing implementation, customization, and use of smart features. The result can be less-
efficient and/or redundant code to implement each feature. Application assemblers
often need to customize component features or provide additional wrappers to ensure
compatibility across the component-based system.

To address these difficulties, we propose implementing the features at the level of
compositional wrappers, rather than building smart features into individual compo-
nents. In addition to relieving component developers from the responsibility for de-
signing and implementing these features, this approach can provide a number of po-
tential advantages:



— Opportunities for auto-generation of wrappers can reduce the cost for including
smart features.

— Wrapper generators may be able to implement the features in an optimized manner.

— Generated code may be less proneto errors.

— If features are implemented at the wrapper level, there will be fewer instances for
implementation of each feature

- It would typically be easier to switch individual features or groups of features on
and off, as needed, at the wrapper level than in each individua component. (Ven-
dors may turn features on or off for different reasons, such as when they discover
bugs in the implementation of a feature or when they want to upgrade their wrap-
pers with enhanced versions of some features. Users may turn features on or off to
improve a system’'s performance or to protect against or respond to security
breaches related to one or more features.)

2 Wrapper Properties

This section provides a brief introduction to some desirable smart features and intro-
duces some issues and opportunities for implementing the features at the composi-
tional wrapper level.

2.1 Sdf-Documentation

As emphasized by Ruttan [5], component self-documentation is needed to support the
evaluation of component usability and stability. Component-based development tech-
nologies can support self-documentation services at the component level [9]. For
example, COM products require a Querylnterface method in each COM component to
display the component interfaces and describe how to connect to the interfaces. The
JavaBeans BeanDescriptor provides a similar mechanism. CORBA provides an ob-
ject query service that supports locating instances of objects and a trader service that
supports locating services by description.

We recommend that compositional wrappers be self-documenting. The wrapper
can generate formal or natural language self-documentation upon receiving authorized
requests. Documentation may be textual or graphical, depending on the environment
settings or the user needs. The documentation can serve as a syntactic and semantic
contract [6] between the wrapper’s vendor and its current user. At a minimum, gener-
ated static documentation should include:

— ldentification of the compositional wrapper and its components. the wrapper’'s
name, a brief description of the components it encases and their license informa
tion, and the list of interfaces (services and features) provided by the wrapper.



— lconic and/or GUI representations of the compositional wrapper. Such representa-
tions could be made public to allow application assemblers easy handling of as-
sembled wrappers.

— Description of the services implemented by each provided interface and the method
signatures for calling the services.

— A list of pre-conditions necessary for compliant operation of the wrapper with its
specification, to include environment settings (such as storage quotas and commu-
nication protocols) and availability or absence of other interfaces.

— Vendor-supplied estimates of the quality attributes (reliability, survivability, etc.)
for each provided interface.

— Self-test and status reporting capability for each service, including a description of
the capability and the test suite (inputs, procedures, and expected outputs) used to
demonstrate the compliance of the service implementation to its specification.

It should be noted that the proposed compositional wrapper would retrieve most of
this information from its individual components through their provided interfaces.
Other restricted information, such as the interna data structures of components and
the components source and/or object code could be made available to authorized
requesters. Depending on the system requirements, the compositional wrapper could
also generate some forms of dynamic documentation such as:

— Representation of the wrapper’s current state, including memory usage and active
instances.

— Actual vaues for quality attributes of each service based on recent usage and col-
lected statistics.

— Usage history and timing statistics for each service.

In general, dynamic information would only be disclosed to authorized requesters
based on authentication by the compositional wrapper or a higher-order entity.

2.2 Licensing

A license enables an entity that owns property rights (the licensor) to grant to a
third party (the licensee) the right to use those property rights. A software component
licensor owns copyright, trade secrets, or patent rights in the software component.
Most licensed software currently consists of stand-alone applications, and licenses
typicaly apply only to large-grained components, consisting of many lines of code
and congtituting a significant part of a finished software product [3].

Software components are not intended to, and in most cases do not, function inde-
pendently as stand-alone applications. Thus, a variety of licensing issues must be
addressed with respect to component-based software engineering. When components
are used to assemble solutions, licenses must be obtained and maintained for all but
freeware components. Some licensed components are designed to actively generate
reports at regular intervals to maintain a usage profile or to implement license expira



tion policies. Component technologies such as CORBA, COM, and JavaBeans have
built-in licensing capabilities [6].

There is a variety of software licensing models, each using a different software
approach to impose licensing protection on a component [1,10]. However, these li-
censing models are not directly applicable to all environments; there is limited support
for the models within programming languages; and they are applicable only to com-
ponents in binary form. It can be difficult to use such licensing models with source
code or templates. Users can often determine the protection scheme used and obtain
unauthorized use. Enforcing these licensing models requires sophisticated techniques
and technologies to track privileges and monitor use. To address these issues, we
recommend that licensing capabilities be implemented at the level of the composi-
tional wrappers, rather than implemented for individual components.

In addition to providing basic licensing capabilities, the vendor of a component or
wrapper may need to be able to suspend or terminate operation, or delete all instances
and uses of a component. For example, if the vendor decides to stop supporting a
component (perhaps because a replacement component has been made available that
uses a different technology, corrects a security risk, etc.), the vendor might want to
suspend operation of the old component to force the component clients to replace the
old component with the new one. On the other hand, in the case of unauthorized use,
the vendor might decide to suspend or terminate the component, or to withdraw the
component from al systems suspected of using it. Because this could have negative
effect on the system’s operations (and, hence, on vendor/client relationships), a proto-
col for authenticating the legitimacy of these actions must be established in advance.
To support selective suspension or termination of components or wrappers from the
systems of specific clients requires: the use of unique identifications of components
and wrappers, a messaging system to facilitate communication between the vendor
and each client; and pre-established protocols for notification, suspension, and termi-
nation of components. A compositional wrapper can act very intelligently in these
situations, taking responsibility both for authenticating actions and for finding and
installing components to replace suspended or withdrawn components.

2.3 Stateand Structure

Some languages (for example, Java) allow the developer to declare a class to be final
to prevent further inheritance on the class. We suggest that compositional wrappers
be used to manage finality. If a vendor decided to limit extensions of its components
to itsimmediate clients and their immediate clients, the vendor would limit inheritance
to level two. The vendor could also selectively enable or disable inheritance based on
specific client attributes or based on types of components that can inherit from their
components. Such a capability could support improved management of the potentially
adverse consequences of inheritance. For example, vendors could alow the use of
their components in engineering applications, but not alow their use in mission-
critical systems. Also, vendors could allow the use of their components in systems that
adhere to certain architectures and standards, and not allow their use in other systems.



Compositional wrappers could enforce certain restrictions on the use and operation
of their components. For example, a vendor might require the existence or absence of
certain features in the hosting component, system, or environment to ensure that the
vendor’s component can perform according its specification. Examples of properties
that must exist in the environment to allow components to function properly include:
access to certain files or directories, fast Internet connection, use of specific middle-
ware architecture, or existence of certain utilities or features in the host operating
system. [2,6,11]

A compositional wrapper could address the issue of a component that functions
properly only in the presence or absence of other components, or a component that
reguires certain operational parameters. (For example, the amount or percentage of its
binary image that needs to reside in memory, or the place where the remaining of its
binary image is to reside.) Compositional wrappers can also address properties that
must not exist in the environment due to the conflicts or interferences that such prop-
erties could have on the operation of the component. Examples of such properties
could include: virus scanners, operating systems that do not support concurrency, or
other components that are known to the vendor to cause problems with their compo-
nent.

While these properties can be implemented in individual components, it is more
convenient if they are managed through a higher-order entity, such as a compositional
wrapper. If implemented and managed by the compositional wrapper, a property
could be turned on or off by the current owners of the encased components. The
wrapper could also collect statistics about these properties for the components' owners
and/or developers.

2.4 Customization

Ruttan [5] described the need for a property editor to support alterations of the com-
ponent’s state, code, and structure, and hence automate the installation and customiza-
tion of components. Orfali, Harkey and Edwards [7] included this feature as part of
the essential attributes of their “supercomponents.” Batory [12] suggested encoding
domain-specific intelligence into the wrapper generator so that generated wrappers
could perform automatic customization and optimization. Despite the difficulty inher-
ited in the process of encoding component properties and features that can be used in
the installation and customization of components, building such features into composi-
tional wrappers can provide greater flexibility to their users. Interactive installation
and customization can be costly if implemented at the component level. The composi-
tional wrappers should provide this capability.

If the property editor were integrated with the wrapper generation process, auto-
matic customization and optimization could be performed during the wrapper genera
tion. Such an implementation requires encoding domain-specific intelligence in the
wrapper generation process. CORBA provides facilities to encode the domain in
which multiple components can be integrated together [6]. However, these facilities
do not include the ability to learn about such domains and perform customization and



integration without user intervention. Components need to communicate their installa
tion and customization parameters to the wrapper.

The major problem to be addressed is in retrieving and categorizing the installa-
tion and customization properties or features for each component. The wrapper gen-
erator must obtain and present to the client (in an accessible form) alist of properties
and features from the encased components. A mechanism will be required for internal
enumeration and storing the client’s responses to the various properties and features.

2.5 Fault M anagement

The basic process of fault management is: monitor the system’s behavior to detect
potential failure symptoms as early as possible; diagnose and trace the fault symptom
back to the faulty components to identify the failure scenario; and make a decision to
ignore the fault or to perform fault correction. An intelligent wrapper should have
fault management capabilities. Baggiolini and Harms [11] discussed integrating fault
management functionality into generated wrappers. Fault-injection techniques [13,
14] can be used to detect faults and isolate problematic components. These tech-
niques work by injecting "garbage" into the interfaces between components and then
observing how the garbage propagates through the system. Such techniques are more
suitable to, and more easily implemented in, compositional wrappers.

Segal and Frieder [15] emphasized that any means used for fault monitoring and
correction should preserve program correctness and assure no degradation in perform-
ance. Cook and Dage [16] encouraged the use of redundant or replicated components
to protect against hardware and/or network faults or to provide better service in terms
of speed and availability. Component replication can be easily implemented in com-
positiona wrappers.

Execution Traces. It is important that compositional wrappers have built-in mecha
nisms to capture, store, and re-execute execution traces. Execution traces (also known
as execution profiles, execution histories, or execution logs) are the list of states that a
component passes through from its initiation to its termination. The values of each
variable or parameter for each state are of interest.

There are six types of component traces that can be generated: operation, perform-
ance, error, state, GUI events, and communication traces [17]. A component may log
its own activities or delegate this task to a service provided by a higher-level compo-
nent. A usage history report can be generated and sent to the component’s owners
and/or developers. Such traces can be of great value and can easily be implemented in
compositional wrappers.

A scripting architecture that supports execution traces is the Open Scripting Archi-
tecture (OSA) that forms part of OpenDoc and, therefore, the OMG's Object Man-
agement Architecture (OMA) [6]. To alesser degree of generality, COM also sup-
ports a scripting service, ActiveX Scripting that relies on COM dispatch interfaces.
Message Sequence Charts (MSC) [18] can be used to document every use of a com-
ponent. MSC requires the use of some standard primitives with predefined semantics
to record such component usage. The primitives map to the component’s API.



Execution traces are important in detecting whether a component passes through
any states that violate the list of permissible states outlined in the component’s con-
tract or specification. Execution traces are aso useful in detecting bugs or failures
and can aso be used to measure component quality, performance, and reliability.
During the component selection and integration stages, execution traces can be used to
identify better-performing components to support decisions of whether an old compo-
nent can be substituted with a newer version [6]. If al traces of all new objectsin a
component, projected to the states and operations of the old objects, are explicable in
terms of the old objects, then the newer version of the component can replace the old
one. Recorded execution histories, as in the Multi-Versioning Connector (MVC) [4],
can also be used to select compatible components.

Execution profiles are usually very long lists of values in machine- or human-
readable formats. Storing and retrieving them can be problematic because of the vol-
ume of information to be stored and the performance considerations to be considered
when retrieving them, especially if retrieval is done while the system isin operation.

Simulated Execution. For fault identification and correction, the hosting system (the
compositional wrapper in our case) may need to go back in history and re-execute a
portion of the trace to isolate the buggy component. However, re-execution of atrace
often causes problems in other parts of the systems. Thus, facilities for smulated
execution may be necessary. (For example, one might simulate executing by logging
the states visited without changing system state.) Simulated execution can be of par-
ticular value in debugging mission-critical systems for which live testing might be
costly or even impossible.

2.6 Operation

Multiple GUI Representations. There are situations when a component needs to
provide multiple GUI representations to the same host computer and allow the host
computer to switch between them. For example, an application running in a Unix
environment may need to provide text and GUI support to its users that run the appli-
cation directly through the Unix shell or the XWindows environment. While different
representations should be supported on the component level, the compositional wrap-
per can implement the logic necessary to check the environment and select the appro-
priate representation. Additionally, the wrapper can maintain consistency among
supported representations of each component.

Multi-Threading Support. A component should have the ability to execute its
methods into separate threads. This capability is available in modern languages such
as Java. Presenting multi-threading as a feature that can be switched on or off by the
user of acompositiona wrapper can add consistency and flexibility to the application.

Built-In Scheduler. There are situations when a wrapper needs to schedul e the tasks
it performs. For example, many of the smart features discussed in this paper require
the component or wrapper to send reports or interact with its owners and/or develop-



ers. Such interactionswill normally take a significant amount of time from the system,
due to the amount of information to be exchanged between the wrapper and its owners
and/or developers. Because this can greatly degrade system throughput, it is often
best to schedule such interactions during specified periods of the day and/or week.
This requires a scheduler to monitor the schedule and execute tasks at appropriate
times. |If a scheduler were implemented at the wrapper level, it could schedule tasks
for itself and all its components.

Another potentia application of the scheduler is to report to other components or
wrappers information concerning the periods when the smart wrapper is active. (We
say that a wrapper is active when it can be called by or considered by other compo-
nents or wrappers.) Information of interest about each period includes: active start
time, active end time, initialization script (to be executed at the beginning of each
period), inactivation script (to be executed at the end of each period), and inactive
script (to describe how the component or wrapper responds to the outer world when it
is not active).

Changing Roles. It may be important to allow a component to change roles. For
example, a student taking an instructional course may also serve as a teaching assistant
and need to occasionally take the role of an instructor. To support such behavior, a
component might need to monitor its own state and react to state changes according to
a pre-planned schedule. Implementing such behavior might require the use of Artifi-
cia Intelligence or Knowledge-Based techniques. Experts would be required to en-
code knowledge about the component’ s operational domain.

If a component is to react to changes in its state, it must be able to react when any
atribute is added, modified, or deleted. To support role changing, each attribute might
have scripts attached to it: if-changed (to be executed when the attribute’'s value
changes); if-added (to be executed when the attribute is first created); and if-removed
(to be executed when the attribute is removed). The if-added and if-removed scripts
may be provided at the wrapper level.

Intelligent Restart. The component or wrapper should be able to store its current
state and restore it upon subsequent invocations of the system(s) that are using it.
Many technologies (for example, COM’s structured storage [6]) provide some means
in their architecture for storing and retrieving objects. In addition to this capability, a
mechanism is needed for storing the component’s state and later allowing the compo-
nent to resume its execution from where it | eft.

Sharing Components. A single component may need to act as a stand-alone system,
shared among different systems. There are many references and many interpretations
for the phrase “deploy once, run anytime.” Troya and Valecillo [19] interpreted the
phrase to imply that one |oads the component only once and then creates instances of
it thereafter. Others [4,16] proposed |oading multiple, concurrent copies of the same
component to address for component failures. Version management and voting
schemes [16] issues must be addressed with respect to thisissue.



Self-updating. Asnoted by Segal and Frieder [15], in order for a system to update its
components, the system’s logic should be preserved. This statement could also be
applied to components and wrappers, requiring components to be updated in the cor-
rect order and at the correct time. A smart wrapper could assure such a mechanism by
synchronizing the updates at fixed intervals. If a component lacks such a “self-
updating” capability, the smart wrapper can acquire updates on the components’ be-
half.

2.7 Communication

Intelligent Responses.  In many situations, a smart wrapper should respond more
intelligently than just raising an exception. For example, when another component or
wrapper communicate a requests to a smart wrapper, the smart wrapper might respond
politely by informing the caller that it cannot provide the requested information. If a
directory service were available, the smart wrapper might be able to suggest other
components or wrappers as candidates to service the requests. The smart wrapper
might also report call histories and events to the owners and/or developers of the
wrapper or its components. The owners and/or developers could use this information
to support decisions about maintenance and future upgrades of components or wrap-
per.

The smart wrapper should have some mechanism of conversing with callers and
storing information passed from them. Passed information could include the wrapper
and callers domains of expertise and services provided. Other components or wrap-
pers could use such a mechanism to contact a smart wrapper and introduce themselves
to the wrapper.

2.8 Performance

Load Balancing. A smart wrapper should have the ability to record performance
measures of each of its components (for example, performance per computer, operat-
ing system, method, or client.) This could be done by intercepting calls to compo-
nents and storing timing and callers information. The wrapper can use such informa
tion to balance or relocate the load of its components. This can be done by cloning
the same component (running multiple instances of it at the same time) [19] or by
running two or more “compatible” components [16]. The first option shares the same
component binary, but each of itsinstances runs in its own thread. The second option
uses voting schemes to switch to better components according to gathered statistics.
Another alternative is the use of the Multi-Versioning Connector (MVC) [4] to alow
loading multiple versions of the same component. The multiple versions would be
different, but presumably compatible, components, all executing at the same time.
MVC monitors the performance, correctness, and reliability of each component.
Compatible components can be selected based on the execution history recorded by
MVC.



A wrapper may also balance load by splitting heavily used methods into multiple
ones. Of course, making this practical would require new mechanisms for specifying
method signatures and for implementing the methods themselves.

3. Conclusion

The smart features outlined in this paper can serve two purposes. () to raise the level
of sophistication of the basic building blocks of future software systems, and (b) to
reduce the effort, cost, and schedule required to build such intelligent systems. Com-
positional wrappers, especially with the help of wrapper generators, are more suitable
than individual components for implementation of these smart properties. Intelligent
tools and new or enhanced development processes and paradigms will be necessary to
achieve the full potential for implementing smart features in compositional wrappers.
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