
Measuring the Impa
t of A
tive Probing on TCPAndreas Johnsson and Mats BjörkmanDepartment of Computer S
ien
e and Ele
troni
sMälardalen University, SwedenAbstra
tAvailable bandwidth measurement methods have be-
ome more and more a

epted to be used when seekingthe status of a network path. To measure the end-to-end available bandwidth without a

ess to the pathrouters, these methods inje
t UDP based probe pa
k-ets into the network path. The probe-pa
ket load 
antransiently be high and thus it is important to studythe impa
t on the existing network �ows.In this paper, we show and dis
uss our simulationresults on how the TCP �ows are a�e
ted when inje
t-ing probe pa
kets with di�erent �ight patterns into thenetwork path. We investigate the relation between theamount of inje
ted probe pa
kets and the redu
tion inTCP performan
e. Further, we suggest a quantitativede�nition of the term �network friendly probing�.1 Introdu
tionA
tive measurement methods inje
t so 
alled probepa
kets into the network path in order to measurenetwork properties. The range of a
tive measurementmethods spans from simple ping appli
ations, that in-je
t a small amount of probe pa
kets, to advan
edend-to-end available bandwidth1 measurement meth-ods that require more measurement samples (referredto as samples in the rest of the paper) and thus in-je
t more probe pa
kets. There are many examples ofthe latter, su
h as ABGET [1℄, BART [2℄, Path
hirp[3℄, Pathload [4℄, Spru
e [5℄ and TOPP [6℄[7℄. Avail-able bandwidth measurement methods typi
ally relyon self-indu
ed 
ongestion. That is, the methods in-je
t UDP based probe pa
kets into the network pathwith a prede�ned pa
ket separation to 
ause network
ongestion for a short time interval. During the probe-pa
ket traversal of the network, the prede�ned sepa-ration 
hanges due to 
ompeting 
ross tra�
 [8℄[9℄ or1The available bandwidth is de�ned as the unused portionof the bottlene
k link 
apa
ity during some time interval. Theestimate is independent on the network proto
ols used.

due to the bottlene
k spa
ing e�e
t [6℄. The probe-pa
ket separation is measured at a re
eiver. The sep-aration between two probe pa
kets 
onstitutes a sam-ple. These samples are then used in an estimationalgorithm to 
al
ulate the end-to-end available band-width. The estimates of the available bandwidth 
anlater be used in appli
ations that rely on properties ofthe path. A good overview of methods is presented in[10℄.E�orts have been made previously to develop end-to-end available bandwidth measurement methods andto 
ompare their properties, su
h as a

ura
y andspeed. However, in this paper we fo
us on how the
ross tra�
 (i.e. all pa
kets in the network but theprobe pa
kets) is a�e
ted by the probe pa
kets. Whenthe 
ross-tra�
 �ow is adaptive, that is the send ratedepends on network laten
y and pa
ket loss, the in-je
ted probe pa
kets 
an adversely de
rease the per-forman
e of su
h �ows.In this paper we show and dis
uss our results onhow one important dynami
 proto
ol, TCP, is af-fe
ted when inje
ting probe-pa
ket trains with di�er-ent lengths and intensities into the network path. Thatis, inje
ting the probe pa
kets with di�erent �ight pat-terns. Within this study the relation between thenumber of inje
ted probe pa
kets and the redu
tionin TCP performan
e is also examined. These �ndingsthen evolve into a dis
ussion and de�nition of the term�network friendly probing�.2 Resear
h questions and exper-imental setupThe aim of this paper is to show and dis
uss how UDPbased probe pa
kets sent in varying �ight patterns af-fe
t TCP �ows, the major transport proto
ol used onthe Internet. The resear
h questions are: �How doesnetwork probing a�e
t TCP performan
e?� and �whatis network friendly probing?�.NS-2 has been used to study the above resear
hquestions. A network topology was 
onstru
ted, shown



Figure 1: The simulation topology used to study theimpa
t of probe pa
kets on TCP. X in the �gure 
anbe 15, 25 or 35 ms.in Figure 1, whi
h 
onsists of the following nodes: aprobe-pa
ket sender and re
eiver, one bottlene
k link(between router 2 and router 3 having a link 
apa
ityof 10 Mbps and 10 ms laten
y) and 1 - 19 TCP SACK(with delayed a
knowledgments) senders and re
eivers(in the �gure only three senders and re
eivers areshown) 
onne
ted to the bottlene
k link via a router(router 1 and router 4). The total laten
y between aTCP sender and re
eiver 
an vary between 42, 62 and82 ms. X in the �gure is 15, 25 or 35 ms dependingon the desired laten
y. The TCP pa
ket size is �xedto 550 bytes.The router queue size is limited only at the bottle-ne
k link and is �xed to 100 pa
kets (MTU = 1500bytes). In [11℄ it is written that a 
ommon ba
kbonequeue size should be able to store 250 ms of networktra�
. This 
orresponds to approximately 200 maxi-mum size pa
kets on a 10 Mbps link. However, 1) in[11℄ it is pointed out that queue sizes have shown ade
reasing trend in the past and that this trend prob-ably will 
ontinue and 2) 250 ms is a rather high delayfor a non-ba
kbone 10 Mbps bottlene
k link (
onsiderIP-telephony for example). Due to these reasons wehave used the above stated queue. Droptail has been
hosen to be the router drop poli
y.The inje
tion of probe pa
kets is done at the probe-pa
ket sender node. The probe-pa
ket train lengthand the number of probe-pa
ket trains per se
ond vary.The separation between probe pa
kets inside a probe-pa
ket train is proportional to a bit rate that is uni-formly distributed between 5 and 15 Mbps. The probe-pa
ket size is �xed to 1200 bytes.A syntheti
 probe-pa
ket generator has been used

in order to 
ir
umvent un
ertainty due to the use ofa spe
i�
 available bandwidth measurement method.The implementation of BART used in [2℄ does inje
tthe probe-pa
kets in this random fashion to produ
ean estimate of the available bandwidth on
e a se
ondover time. It should be noted that most end-to-endavailable bandwidth measurement methods use trainsor pairs of di�erent length when inje
ting probe pa
k-ets. Path
hirp is one ex
eption; it uses trains withexponentially de
reasing separation between the probepa
kets instead of equally sized separations. Path
hirpis dis
ussed in Se
tion 5.To avoid syn
hronization in the simulations, randomtimers are introdu
ed. The timers fun
tion as follows:Ea
h TCP �ow starts at time 0 + δ, where δ is uni-formly distributed between 0 and 5 se
onds. Further,the 
al
ulated separation s between two probe-pa
kettrains is uniformly distributed between [0.95 ∗ s, 1.05 ∗
s]. The simulation time is �xed to 100 se
onds. Ea
hsimulation has run 10 times.How similar is the simulation topology des
ribedabove and a real network? The topology 
an be thoughof as a rather simple network, espe
ially sin
e all TCP�ows experien
e the same minimum laten
y. Further,in a real network the tra�
 on the bottlene
k link willalso 
onsist of UDP pa
kets, MAC-layer pa
kets andso on. The TCP �ow aggregation on the bottlene
k isalso an important aspe
t of this simulation setup. Inthis paper the aggregation is varied between 1 and 19�ows as des
ribed above. Intuitively, the impa
ts fromthe probe pa
kets are higher on links with low aggrega-tion. The impa
t of the probe pa
kets de
reases within
reasing aggregation towards an asymptoti
 value.It is most likely that the results in the simula-tions point out the dire
tion of the results that 
anbe obtained in a real network. This assumption alsoholds if the network topology 
hanges, as long as thereonly is one bottlene
k link between the probe-pa
ketsender and re
eiver. Then the probe pa
kets only
ause pa
ket loss and 
ongestion at one point betweensenders and re
eivers. Su
h measurements, in real net-works, are left to future work sin
e it requires a large-s
ale testbed.3 Results3.1 Initial resultsIn this se
tion some initial simulation results are shownto illustrate the impa
t of probe pa
kets on TCP inorder to state that this is an important problem tostudy.
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17pp*1/sFigure 2: The available bandwidth 
hanges when theTCP �ows are a�e
ted by the probe pa
kets. Thenumber of aggregated TCP �ows is 5.It is rather obvious that when inje
ting probe pa
k-ets, the 
ross-tra�
 �ows on the bottlene
k will haveless bandwidth to 
onsume. However, this is not ne
-essarily true. If, for example, a probe-pa
ket sender isinje
ting one probe-pa
ket train 
onsisting of 17 probepa
kets on
e a se
ond (used by e.g. BART and TOPP)the available bandwidth transiently in
reases. That is,the bandwidth to 
onsume has in
reased.The results in Figure 2 originate from a simulationwhere 5 TCP �ows are routed through the bottlene
klink. The minimum laten
y between a TCP senderand a re
eiver is �xed to 62 ms. The graph showshow the available bandwidth (i.e. the true availablebandwidth on the bottlene
k link) 
hanges over timein two s
enarios: In the �rst s
enario the TCP pa
ketsdo not have to intera
t with probe pa
kets while in these
ond s
enario, the TCP pa
kets and probe pa
ketsdo intera
t on the bottlene
k link. When the TCPba
ko� me
hanism is triggered for a single or multi-ple �ows, an in
rease in available bandwidth is visible.The important observation from this plot is the fol-lowing; under the impa
t of probe pa
kets, the avail-able bandwidth on the link has in
reased 
ompared tothe �rst s
enario, even though the probe-pa
ket senderadds tra�
 to the bottlene
k link.In Figure 3 the number of transferred bits by theaggregated TCP �ows is shown on the y-axis overtime. This graph is 
reated using the same simula-tion results as the one in Figure 2. It is 
lear thatthe number of transferred bits de
reases when probepa
kets and TCP pa
kets intera
t on the bottlene
klink, 
ompared to when no probe pa
kets are inje
ted.The number of transferred bits by TCP is de
reased
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reaseswhen inje
ting probe pa
kets in the path. The numberof aggregated TCP �ows is 5.from approximately 950 Mbit to 900 Mbit during the100 se
ond simulation. It should be noted that theamount of inje
ted probe tra�
 during the simulationis 17 ∗ 1200 ∗ 8 ∗ 100 = 16.32 Mbit. This is less thanthe de
rease of 50 Mbit experien
ed by the aggregatedTCP �ows shown in the �gure. The important 
on
lu-sion is that probe-pa
ket trains of length 17 are burstyand have negative impa
t on TCP performan
e.Instead of sending one probe-pa
ket train of length17 on
e a se
ond, one 
ould send 16 pairs of probepa
kets to obtain the same number of samples. Thenthe plots in Figure 2 and 3 will di�er. The ques-tion is how mu
h, why and what �ight pattern of theprobe pa
kets is best from the TCP perspe
tive. Inthe next se
tion a deeper study of this phenomenon ispresented. The probe-pa
ket train length varies alongwith the laten
y of the path used by the TCP �ows.Su
h simulations will show the impa
t of probe pa
ketson the performan
e of TCP.3.2 Measuring the impa
t of a
tiveend-to-end probing on TCPIn this se
tion a number of simulation results are pre-sented to illustrate the impa
t of probe pa
kets onTCP performan
e. The interpretation of the TCP per-forman
e in this paper is the number of transferred bitsduring a simulation (i.e. 100 se
onds).Ea
h plot in Figure 4 to 6 
orresponds to resultsobtained from using a �xed number of samples. Anexample: the total number of transferred TCP bits,when inje
ting one probe-pa
ket train of length 17on
e a se
ond is 
ompared to results obtained when
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Calc reduction 17pp*1Figure 4: The number of transferred TCP bits in dif-ferent s
enarios.inje
ting two probe-pa
ket trains of length 9. In both
ases the probing appli
ation obtains 16 samples perse
ond. It has been shown that 16 samples per se
-ond give a

urate estimates, in reasonable time, of theavailable bandwidth when using available bandwidthtools su
h as BART and TOPP. One sample is de�nedas the separation in time between probe pa
ket n and
n − 1 in a probe-pa
ket pair or train.If the number of samples per se
ond is �xed, thenshorter probe-pa
ket trains will inje
t a larger numberof probe pa
kets 
ompared to a longer probe-pa
kettrain. On the other hand, shorter probe-pa
ket trainsare less bursty.The plots in the Figures 4 to 6 show the number ofaggregated TCP �ows on the bottlene
k link on the x-axis. The y-axis des
ribes the TCP performan
e (i.e.the total number of transferred TCP bits by all ag-gregated TCP �ows) over 100 se
onds. In ea
h grapha 
urve 
orresponding to the number of transferredbits without impa
t from probe pa
kets is also plot-ted. Con�den
e intervals have been left out in orderto improve readability.The results shown in Figure 4 
orrespond to a sim-ulation where the minimum laten
y between TCPsenders and re
eivers is set to 42 ms. The solid lineis the TCP performan
e without impa
t from probepa
kets, and hen
e 
an be seen as the optimal TCPperforman
e line for the network path used in thesimulations. Results from several s
enarios are shownalong with the optimum line, even though the lines 
anbe hard to distinguish from ea
h other. The s
enariosare the following: Inje
tion of 16 probe-pa
ket pairs,2 probe-pa
ket trains of length 9 and 1 probe-pa
kettrain of length 17, on
e a se
ond respe
tively. Ea
h

 930

 935

 940

 945

 950

 955

 960

 965

 970

 975

 980

 4  6  8  10  12  14  16  18  20

T
ra

ns
fe

re
d 

M
bi

ts
 in

 1
00

s

Number of TCP flows

Transfered bits by TCP in different scenarios, latency = 42ms.

No probing
Probing 2pp*16

Calc reduction 2pp*16
Probing 9pp*2

Calc reduction 9pp*2
Probing 17pp*1

Calc reduction 17pp*1Figure 5: The number of transferred TCP bits in dif-ferent s
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on�guration of the probe-pa
ket �ight pattern resultin 16 samples per se
ond. With ea
h s
enario a ref-eren
e line 
orresponding to the 
al
ulated redu
tionin TCP performan
e with respe
t to the probe-pa
ket�ight pattern is also shown. In this paper a very simple
al
ulation of the redu
tion in performan
e has beenmade. That is, the number of transferred TCP bitswithout probing minus the number of inje
ted probe-pa
ket bits. This line should be viewed as a referen
eline and not a 
orre
t value of the performan
e redu
-tion.To in
rease readability the 
ase with 1 and 3 aggre-gated TCP �ows are omitted in Figures 5 and 6.The plot in Figure 5 is the redu
ed version ofthe plot shown in Figure 4. From the redu
ed plotthere are several important observations that 
ould bemade. Compare the line 
orresponding to the 
al
u-lated performan
e redu
tion when inje
ting a probe-pa
ket train of length 17 into the path with the a
-tual performan
e redu
tion. The a
tual redu
tion inperforman
e is mu
h greater, in a large part of theplot, 
ompared to the 
al
ulated referen
e line. Inthe two other 
ases, that is when inje
ting 16 probe-pa
ket pairs and 2 probe-pa
ket trains of length 9the di�eren
e between 
al
ulated redu
tion and a
-tual redu
tion in TCP performan
e is smaller. Thisis better in some sense, be
ause then the probe-pa
ketsender knows how large the impa
t from the probepa
kets is on TCP performan
e. Thus, it 
an takethat into 
onsideration when estimating the availablebandwidth. One more thing should be noted aboutthe plot, and that is that the redu
tion in TCP per-forman
e is less when probing with probe-pa
ket trainsof length 9 
ompared to the 
ase when inje
ting probe-
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Probing 17pp*1Figure 7: The number of lost TCP pa
kets.pa
ket pairs or probe-pa
ket trains of length 17. Now,to minimize the impa
t of the probe pa
kets on TCPone might 
hoose to use medium-length probe-pa
kettrains.Figure 6 
orresponds to simulation results where thelaten
y between TCP senders and re
eivers has in-
reased to 82 ms. The same pattern is visible here,but perhaps even more 
lear. The di�eren
e betweenthe 
al
ulated redu
tion in TCP performan
e whenprobing with one probe-pa
ket train of length 17 andthe a
tual redu
tion is signi�
ant. The di�eren
es inthe two other s
enarios are, as in the previous 
ase,mu
h smaller. If the probe-pa
ket sender intends tominimize the redu
tion in performan
e experien
ed bythe TCP �ows, it seems to be a good 
hoi
e to inje
tprobe-pa
ket trains of length 9 two times per se
ond.Simulations have also been performed using other
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ket train lengths (but still keeping the num-ber of samples �xed at 16). However, the redu
tion inTCP performan
e does not de
rease mu
h further andthus those simulations are left out of this paper.It has been dis
ussed in the past whether probe-pa
ket pairs or probe-pa
ket trains is the most networkfriendly �ight pattern. As we have shown above, it isnot trivial to de
ide. The reason for this is that theinje
tion of probe pa
kets a�e
ts both the TCP lossrate and round-trip times. This is further dis
ussedbelow.In Figure 7 the TCP pa
ket loss is shown on they-axis. The x-axis is the number of aggregated TCP�ows over the bottlene
k link. The loss is minimizedwhen no probing is performed (as expe
ted). Further,it is seen that the pa
ket loss when inje
ting probe-pa
ket pairs, 16 times per se
ond, is nearly equally lowas in the 
ase with no probing. In
reasing the bursti-ness of the probe pa
kets (i.e. in
reasing the probe-pa
ket train length) in
reases the number of lost TCPpa
kets. Based on this one would assume that usingthe �ight pattern of 9 probe-pa
kets twi
e a se
ondshould de
rease the TCP performan
e more 
omparedto the 
ase when inje
ting probe-pa
ket pairs. How-ever, as seen above this is not the 
ase. Why is that?In Figure 8 the mean TCP round-trip time is plot-ted for the di�erent �ight patterns. From the plot itis 
lear that inje
ting probe-pa
ket pairs in
reases theTCP round-trip time, whi
h in turn de
reases the TCPperforman
e. Inje
ting probe-pa
ket trains of length 9on the other hand de
reases the round-trip time. Thisis due to a higher loss rate, whi
h de
reases the queu-ing time in the routers for the TCP pa
kets. Hen
ethe TCP performan
e is not redu
ed as mu
h as inthe probe-pa
ket pair 
ase. That is, both the TCP loss



rate and mean RTT are a�e
ted, in di�erent ways, bythe probe pa
kets sent in di�erent �ight patterns.Important 
on
lusions from this se
tion are the fol-lowing:
• It seems that medium length probe-pa
ket trains(9 pa
kets) are preferable in order to minimize theredu
tion in TCP performan
e.
• TCP performan
e de
reases due to pa
ket lossand in
reased round-trip time 
aused by the probepa
kets.
• The available bandwidth 
an a
tually in
reasewhen sending probe pa
kets with a bursty �ightpattern through a network path.4 Network friendly probingMany appli
ations, su
h as games and IP-telephony,use UDP instead of TCP. Some of these appli
ationshave to transfer large amounts of data over the net-work. This 
an 
ause 
ongestion in the network, sin
eUDP does not have built-in 
ongestion 
ontrol me
ha-nisms. Congestion 
aused by UDP is harmful to otherUDP �ows as well as to TCP �ows sharing the bottle-ne
k. The Data Congestion Control Proto
ol, DCCP[12℄, is one attempt to standardize a 
ongestion 
on-trol proto
ol for �ows that does not need (or performsworse using) TCP.However, in the 
ase with available bandwidth mea-surement methods the probe-pa
ket rate (UDP pa
k-ets) 
an not be 
ontrolled in the same way, sin
e thesemethods rely on 
ausing 
ongestion. Still, there is aneed to make available bandwidth measurement meth-ods as network friendly as possible.The �ndings in the previous se
tion provide valuableinsights to a quantitative de�nition of network friendlyprobing for available bandwidth measurement meth-ods. In this paper, the following de�nition is proposed:De�nition: If 1) the redu
tion in TCP performan
eis minimized and 2) during a time interval, theinje
tion of x Mbit of probe pa
kets does not de
reasethe total amount of transferred TCP bits more than

x Mbit, the inje
tion of probe pa
kets is 
onsiderednetwork friendly.Using this de�nition, di�erent probe-pa
ket �ightpatterns 
an be 
ompared to ea
h other when 
onsider-ing network friendliness. Of 
ourse, to optimize avail-able bandwidth measurement methods, estimation a
-
ura
y and time aspe
ts must also be 
onsidered.

Take the plot in Figure 6 as an example. Comparingthe 
ase when inje
ting 16 probe-pa
ket pairs to the
ase when inje
ting 2 probe-pa
ket train of length 9 perse
ond, at TCP aggregation 19 on the x-axis; whi
his the most network friendly alternative to use withrespe
t to the above de�nition? The relation between
al
ulated and a
tual redu
tion in TCP performan
eis approximately the same. However, it is 
lear thatinje
ting probe-pa
ket trains of length 9 results in asmaller redu
tion in TCP performan
e 
ompared tothe probe-pa
ket pair 
ase. Thus, using 2 probe-pa
kettrains of length 9 per se
ond is the best alternative.From the view of available bandwidth measurementmethods it is important to keep a one-to-one relationbetween the amount of inje
ted probe pa
kets and theredu
tion in TCP performan
e, not only due to thede�nition of network friendly probing above. Considerthe following; if a probe-pa
ket sender inje
ts x Mbpsof probe tra�
 while the redu
tion is higher than x,then the pa
kets inje
ted by the probe-pa
ket sendermay a
tually have in
reased the available bandwidth.This is a problem that must be addressed (e.g. bybeing network friendly). Another question that is im-portant to ask is: what was the available bandwidthbefore the probe-pa
kets a
tually were inje
ted? Is itpossible to 
al
ulate it if the one-to-one relation is notful�lled?A study of how network friendly state-of-the-artavailable bandwidth measurement methods are, 
om-pared to ea
h other is left to future resear
h.5 Tools with spe
ial �ight pat-ternsOne end-to-end available bandwidth tool that does notinje
t probe pa
kets using probe-pa
ket pairs or trainsis Path
hirp. Instead, Path
hirp inje
ts the probepa
kets in so 
alled 
hirps where the separation be-tween two su

essive probe pa
kets is exponentiallyde
reasing. Using this method several probe-pa
ketrates 
an be s
anned in one 
hirp. Sin
e the s
ope ofthis paper is to investigate the impa
t of a
tive probingon TCP su
h a �ight pattern is of interest.In Figure 9 it is shown how mu
h the probe pa
k-ets inje
ted by Path
hirp a�e
t the TCP performan
e.Lines 
orresponding to the impa
t of probe-pa
kettrains of length 9 twi
e a se
ond are shown for 
om-parison. The number of inje
ted UDP based probepa
kets by Path
hirp during 100 se
onds in di�erents
enarios is shown in Table 1. The probe-pa
ket sizeis 1200 bytes. The results are means of 10 simulation



No. TCPs 1 3 5 7 9No. pa
kets 2114 921 767 740 806No. TCPs 11 13 15 17 19No. pa
kets 722 631 616 604 562Table 1: Number of inje
ted probe pa
kets byPath
hirp in di�erent s
enarios during 100 se
ond sim-ulations.
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Calc loss 9pp*2Figure 9: The number of transferred TCP bits in dif-ferent s
enarios.runs.From the �gure it is 
lear that Path
hirp also af-fe
ts the TCP performan
e in a negative way. At ahigher TCP aggregation level the Path
hirp way of in-je
ting probe pa
kets is more network friendly thanusing probe-pa
ket trains of length 9. These resultsgive a hint of how network friendly Path
hirp is.However, it is not possible to a
tually 
ompare thetwo 
ases straight o� sin
e the Path
hirp 
urve orig-inates from a real tool that varies the number of in-je
ted probe pa
kets depending on the 
urrent path
onditions while the probe-pa
ket train inje
tion isdone by a syntheti
 probe-pa
ket generator.6 Dis
ussionAs shown in this paper the impa
t of the probe pa
ketson TCP performan
e is larger than the a
tual numberof bits inje
ted. But is it really a big problem?In Figure 62 the number of transferred bits by 19TCP �ows in one simulation run is de
reased from960 Mbits to 918 Mbits when inje
ting probe-pa
ket2The same reasoning 
an be made for other TCP aggregationlevels as well as for the results shown in Figure 5.

trains of length 17. That 
orresponds to a de
rease ofthe TCP performan
e 
lose to 4.5%. The 
al
ulatedredu
tion for this �ight pattern is 1.7%. Further, thepro
entual di�eren
e between the impa
ts 
aused byinje
ting probe pa
kets with di�erent �ight patterns isquite small.When inje
ting probe-pa
ket trains of length 9,whi
h is the network friendly �ight pattern as de-s
ribed above, into the network path the redu
tion inTCP performan
e is only 2.2% (in Figure 6 at TCP ag-gregation level 19). The 
al
ulated redu
tion is 1.9%.The 
on
lusion is that the impa
t of the probe pa
k-ets on TCP performan
e is quite small as well as thedi�eren
e between using di�erent �ight patterns. Eventough the di�eren
e is small it is desirable to use themost network friendly �ight pattern in order to redu
ethe impa
t on TCP as well as other network �ows.It is still a problem that the TCP performan
e isde
reased by the probe pa
kets. This problem getsmore apparent when available bandwidth measure-ment methods are used in larger s
ales. That is, whenseveral measurement sessions may take pla
e 
on
ur-rently over the same network path. Then the probepa
kets will push ba
k the TCP �ows.How to solve this problem is left to future resear
h.However, viable approa
hes is to be network friendly.It is also important to investigate whether appli
ationtra�
 
an be used as probe pa
kets in order to mini-mize the overhead on the network.7 Con
lusionsSin
e TCP is a dynami
 proto
ol that varies the sendrate depending on network laten
y and loss rate, theinje
tion of probe pa
kets will a�e
t its performan
e.The impa
t of probe pa
kets, inje
ted by availablebandwidth measurement methods, on TCP has beeninvestigated in this paper. The investigation has beenperformed in an NS-2 environment.The results indi
ate that medium length probe-pa
ket trains (or perhaps 
hirps) are the �ight patternto be used in order to minimize the redu
tion in TCPperforman
e.The redu
tion in TCP performan
e is due to thefa
t that the probe pa
kets 
ause TCP pa
ket loss,by long probe-pa
ket trains, and in
reased round-triptime, mainly 
aused by many probe-pa
ket pairs.The term �network friendly probing� has been de-�ned and dis
ussed in the paper.Future work is to 
ompare how network friendly end-to-end available bandwidth measurement methods are
ompared to ea
h other. It will also be investigated



what estimates will be produ
ed by available band-width measurement methods when the 
ross tra�
mainly 
onsists of TCP �ows. The relation betweennetwork friendliness and measurement a
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y is alsoan open issue.Referen
es[1℄ Demetres Antoniades, Manos Athanatos, Anto-nis Padadogiannakis, Evangelos P. Markatos, andConstantine Dovrolis, �Available bandwidth mea-surement as simple as running wget,� in Passiveand a
tive measurement (PAM) workshop, Ade-laide, Australia, 2006.[2℄ S. Ekelin, M. Nilsson, E. Hartikainen, A. Johns-son, J. Mångs, B. Melander, and M. Björkman,�Real-time measurement of end-to-end availablebandwidth using kalman �ltering,� in Pro
eedingsto the IEEE/IFIP Network Operations and Man-agement Symposium, Van
ouver, Canada, 2006.[3℄ Ribeiro, Riedi, Baraniuk, Navratil, and Cottrel,�path
hirp: E�
ient available bandwidth estima-tion for network paths,� in Passive and A
tiveMeasurement Workshop, 2003.[4℄ Manish Jain and Constantinos Dovrolis, �End-to-end available bandwidth: Measurement method-ology, dynami
s, and relation with TCP through-put,� in Pro
eedings of ACM SIGCOMM, Pitts-burg, PA, USA, Aug. 2002.[5℄ Strauss, Katabi, and Kaashoek, �A measurementstudy of available bandwidth estimation tools,�in ACM SIGCOMM Internet Measurement Work-shop, 2003.[6℄ Bob Melander, Mats Björkman, and Per Gun-ningberg, �Regression-based available bandwidth

measurements,� in Pro
eedings of the 2002 In-ternational Symposium on Performan
e Evalua-tion of Computer and Tele
ommuni
ations Sys-tems, San Diego, CA, USA, July 2002.[7℄ Andreas Johnsson, Mats Björkman, and Bob Me-lander, �An analysis of a
tive end-to-end band-width measurements in wireless networks,� inPro
eedings to the IEEE/IFIP workshop on End-to-end Monitoring Te
hniques and Servi
es, Van-
ouver, Canada, 2006.[8℄ Attila Pásztor and Darryl Veit
h, �The pa
ketsize dependen
e of pa
ket pair like methods,� inTenth International Workshop on Quality of Ser-vi
e (IWQoS 2002), Miami Bea
h, USA, May2002.[9℄ Andreas Johnsson, Bob Melander, and MatsBjörkman, �On the analysis of pa
ket-train prob-ing s
hemes,� in Pro
eedings of the Interna-tional Conferen
e on Communi
ation in Comput-ing, Las Vegas, 2004.[10℄ R.S. Prasad, M. Murray, C. Dovrolis, andK. Cla�y, �Bandwidth estimation: metri
s, mea-surement te
hniques, and tools,� IEEE NetworkMagazine, 2003.[11℄ Damon Wis
hik and Ni
k M
Keown, �Part1: Bu�er sizes for 
ore routers,� inACM/SIGCOMM CCR, 2005.[12℄ Eddie Kohler, Mark Handley, and SallyFloyd, �Datagram 
ongestion 
ontrol pro-to
ol (d

p),� IETF draft, De
. 2005,http://www.ietf.org/html.
harters/d

p-
harter.html.


