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Abstract

Available bandwidth measurement methods have be-
come more and more accepted to be used when seeking
the status of a network path. To measure the end-to-
end available bandwidth without access to the path
routers, these methods inject UDP based probe pack-
ets into the network path. The probe-packet load can
transiently be high and thus it is important to study
the impact on the existing network flows.

In this paper, we show and discuss our simulation
results on how the TCP flows are affected when inject-
ing probe packets with different flight patterns into the
network path. We investigate the relation between the
amount of injected probe packets and the reduction in
TCP performance. Further, we suggest a quantitative
definition of the term “network friendly probing”.

1 Introduction

Active measurement methods inject so called probe
packets into the network path in order to measure
network properties. The range of active measurement
methods spans from simple ping applications, that in-
ject a small amount of probe packets, to advanced
end-to-end available bandwidth! measurement meth-
ods that require more measurement samples (referred
to as samples in the rest of the paper) and thus in-
ject more probe packets. There are many examples of
the latter, such as ABGET [1], BART [2], Pathchirp
[3], Pathload [4], Spruce [5] and TOPP [6][7]. Avail-
able bandwidth measurement methods typically rely
on self-induced congestion. That is, the methods in-
ject UDP based probe packets into the network path
with a predefined packet separation to cause network
congestion for a short time interval. During the probe-
packet traversal of the network, the predefined sepa-
ration changes due to competing cross traffic [8][9] or

"The available bandwidth is defined as the unused portion
of the bottleneck link capacity during some time interval. The
estimate is independent on the network protocols used.

due to the bottleneck spacing effect [6]. The probe-
packet separation is measured at a receiver. The sep-
aration between two probe packets constitutes a sam-
ple. These samples are then used in an estimation
algorithm to calculate the end-to-end available band-
width. The estimates of the available bandwidth can
later be used in applications that rely on properties of
the path. A good overview of methods is presented in
[10].

Efforts have been made previously to develop end-
to-end available bandwidth measurement methods and
to compare their properties, such as accuracy and
speed. However, in this paper we focus on how the
cross traffic (i.e. all packets in the network but the
probe packets) is affected by the probe packets. When
the cross-traffic flow is adaptive, that is the send rate
depends on network latency and packet loss, the in-
jected probe packets can adversely decrease the per-
formance of such flows.

In this paper we show and discuss our results on
how one important dynamic protocol, TCP, is af-
fected when injecting probe-packet trains with differ-
ent lengths and intensities into the network path. That
is, injecting the probe packets with different flight pat-
terns.  Within this study the relation between the
number of injected probe packets and the reduction
in TCP performance is also examined. These findings
then evolve into a discussion and definition of the term
“network friendly probing”.

2 Research questions and exper-
imental setup

The aim of this paper is to show and discuss how UDP
based probe packets sent in varying flight patterns af-
fect TCP flows, the major transport protocol used on
the Internet. The research questions are: “How does
network probing affect TCP performance?” and “what
is network friendly probing?”.

NS-2 has been used to study the above research
questions. A network topology was constructed, shown



T00Mbps/Xms & € X

T00MDps/10 ms TOMbps/10ms
Router 2 Roufer 3

100Mbps/10 ms

Probe sender Probe receiver

TCP receivers

Figure 1: The simulation topology used to study the
impact of probe packets on TCP. X in the figure can
be 15, 25 or 35 ms.

in Figure 1, which consists of the following nodes: a
probe-packet sender and receiver, one bottleneck link
(between router 2 and router 3 having a link capacity
of 10 Mbps and 10 ms latency) and 1 - 19 TCP SACK
(with delayed acknowledgments) senders and receivers
(in the figure only three senders and receivers are
shown) connected to the bottleneck link via a router
(router 1 and router 4). The total latency between a
TCP sender and receiver can vary between 42, 62 and
82 ms. X in the figure is 15, 25 or 35 ms depending
on the desired latency. The TCP packet size is fixed
to 550 bytes.

The router queue size is limited only at the bottle-
neck link and is fixed to 100 packets (MTU = 1500
bytes). In [11] it is written that a common backbone
queue size should be able to store 250 ms of network
traffic. This corresponds to approximately 200 maxi-
mum size packets on a 10 Mbps link. However, 1) in
[11] it is pointed out that queue sizes have shown a
decreasing trend in the past and that this trend prob-
ably will continue and 2) 250 ms is a rather high delay
for a non-backbone 10 Mbps bottleneck link (consider
IP-telephony for example). Due to these reasons we
have used the above stated queue. Droptail has been
chosen to be the router drop policy.

The injection of probe packets is done at the probe-
packet sender node. The probe-packet train length
and the number of probe-packet trains per second vary.
The separation between probe packets inside a probe-
packet train is proportional to a bit rate that is uni-
formly distributed between 5 and 15 Mbps. The probe-
packet size is fixed to 1200 bytes.

A synthetic probe-packet generator has been used

in order to circumvent uncertainty due to the use of
a specific available bandwidth measurement method.
The implementation of BART used in [2] does inject
the probe-packets in this random fashion to produce
an estimate of the available bandwidth once a second
over time. It should be noted that most end-to-end
available bandwidth measurement methods use trains
or pairs of different length when injecting probe pack-
ets. Pathchirp is one exception; it uses trains with
exponentially decreasing separation between the probe
packets instead of equally sized separations. Pathchirp
is discussed in Section 5.

To avoid synchronization in the simulations, random
timers are introduced. The timers function as follows:
Each TCP flow starts at time 0 + 6, where § is uni-
formly distributed between 0 and 5 seconds. Further,
the calculated separation s between two probe-packet
trains is uniformly distributed between [0.95 * s, 1.05 x*
s]. The simulation time is fixed to 100 seconds. Each
simulation has run 10 times.

How similar is the simulation topology described
above and a real network? The topology can be though
of as a rather simple network, especially since all TCP
flows experience the same minimum latency. Further,
in a real network the traffic on the bottleneck link will
also consist of UDP packets, MAC-layer packets and
so on. The TCP flow aggregation on the bottleneck is
also an important aspect of this simulation setup. In
this paper the aggregation is varied between 1 and 19
flows as described above. Intuitively, the impacts from
the probe packets are higher on links with low aggrega-
tion. The impact of the probe packets decreases with
increasing aggregation towards an asymptotic value.

It is most likely that the results in the simula-
tions point out the direction of the results that can
be obtained in a real network. This assumption also
holds if the network topology changes, as long as there
only is one bottleneck link between the probe-packet
sender and receiver. Then the probe packets only
cause packet loss and congestion at one point between
senders and receivers. Such measurements, in real net-
works, are left to future work since it requires a large-
scale testbed.

3 Results

3.1 Initial results

In this section some initial simulation results are shown
to illustrate the impact of probe packets on TCP in
order to state that this is an important problem to
study.
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Figure 2: The available bandwidth changes when the
TCP flows are affected by the probe packets. The
number of aggregated TCP flows is 5.

It is rather obvious that when injecting probe pack-
ets, the cross-traffic flows on the bottleneck will have
less bandwidth to consume. However, this is not nec-
essarily true. If, for example, a probe-packet sender is
injecting one probe-packet train consisting of 17 probe
packets once a second (used by e.g. BART and TOPP)
the available bandwidth transiently increases. That is,
the bandwidth to consume has increased.

The results in Figure 2 originate from a simulation
where 5 TCP flows are routed through the bottleneck
link. The minimum latency between a TCP sender
and a receiver is fixed to 62 ms. The graph shows
how the available bandwidth (i.e. the true available
bandwidth on the bottleneck link) changes over time
in two scenarios: In the first scenario the TCP packets
do not have to interact with probe packets while in the
second scenario, the TCP packets and probe packets
do interact on the bottleneck link. When the TCP
backoff mechanism is triggered for a single or multi-
ple flows, an increase in available bandwidth is visible.
The important observation from this plot is the fol-
lowing; under the impact of probe packets, the avail-
able bandwidth on the link has increased compared to
the first scenario, even though the probe-packet sender
adds traffic to the bottleneck link.

In Figure 3 the number of transferred bits by the
aggregated TCP flows is shown on the y-axis over
time. This graph is created using the same simula-
tion results as the one in Figure 2. It is clear that
the number of transferred bits decreases when probe
packets and TCP packets interact on the bottleneck
link, compared to when no probe packets are injected.
The number of transferred bits by TCP is decreased
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Figure 3: The number of transferred bits decreases
when injecting probe packets in the path. The number
of aggregated TCP flows is 5.

from approximately 950 Mbit to 900 Mbit during the
100 second simulation. It should be noted that the
amount of injected probe traffic during the simulation
is 17 % 1200 % 8 * 100 = 16.32 Mbit. This is less than
the decrease of 50 Mbit experienced by the aggregated
TCP flows shown in the figure. The important conclu-
sion is that probe-packet trains of length 17 are bursty
and have negative impact on TCP performance.

Instead of sending one probe-packet train of length
17 once a second, one could send 16 pairs of probe
packets to obtain the same number of samples. Then
the plots in Figure 2 and 3 will differ. The ques-
tion is how much, why and what flight pattern of the
probe packets is best from the TCP perspective. In
the next section a deeper study of this phenomenon is
presented. The probe-packet train length varies along
with the latency of the path used by the TCP flows.
Such simulations will show the impact of probe packets
on the performance of TCP.

3.2 Measuring the impact of active
end-to-end probing on TCP

In this section a number of simulation results are pre-
sented to illustrate the impact of probe packets on
TCP performance. The interpretation of the TCP per-
formance in this paper is the number of transferred bits
during a simulation (i.e. 100 seconds).

Each plot in Figure 4 to 6 corresponds to results
obtained from using a fixed number of samples. An
example: the total number of transferred TCP bits,
when injecting one probe-packet train of length 17
once a second is compared to results obtained when
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Figure 4: The number of transferred TCP bits in dif-
ferent scenarios.

injecting two probe-packet trains of length 9. In both
cases the probing application obtains 16 samples per
second. It has been shown that 16 samples per sec-
ond give accurate estimates, in reasonable time, of the
available bandwidth when using available bandwidth
tools such as BART and TOPP. One sample is defined
as the separation in time between probe packet n and
n — 1 in a probe-packet pair or train.

If the number of samples per second is fixed, then
shorter probe-packet trains will inject a larger number
of probe packets compared to a longer probe-packet
train. On the other hand, shorter probe-packet trains
are less bursty.

The plots in the Figures 4 to 6 show the number of
aggregated TCP flows on the bottleneck link on the x-
axis. The y-axis describes the TCP performance (i.e.
the total number of transferred TCP bits by all ag-
gregated TCP flows) over 100 seconds. In each graph
a curve corresponding to the number of transferred
bits without impact from probe packets is also plot-
ted. Confidence intervals have been left out in order
to improve readability.

The results shown in Figure 4 correspond to a sim-
ulation where the minimum latency between TCP
senders and receivers is set to 42 ms. The solid line
is the TCP performance without impact from probe
packets, and hence can be seen as the optimal TCP
performance line for the network path used in the
simulations. Results from several scenarios are shown
along with the optimum line, even though the lines can
be hard to distinguish from each other. The scenarios
are the following: Injection of 16 probe-packet pairs,
2 probe-packet trains of length 9 and 1 probe-packet
train of length 17, once a second respectively. Each
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Figure 5: The number of transferred TCP bits in dif-
ferent scenarios.

configuration of the probe-packet flight pattern result
in 16 samples per second. With each scenario a ref-
erence line corresponding to the calculated reduction
in TCP performance with respect to the probe-packet
flight pattern is also shown. In this paper a very simple
calculation of the reduction in performance has been
made. That is, the number of transferred TCP bits
without probing minus the number of injected probe-
packet bits. This line should be viewed as a reference
line and not a correct value of the performance reduc-
tion.

To increase readability the case with 1 and 3 aggre-
gated TCP flows are omitted in Figures 5 and 6.

The plot in Figure 5 is the reduced version of
the plot shown in Figure 4. From the reduced plot
there are several important observations that could be
made. Compare the line corresponding to the calcu-
lated performance reduction when injecting a probe-
packet train of length 17 into the path with the ac-
tual performance reduction. The actual reduction in
performance is much greater, in a large part of the
plot, compared to the calculated reference line. In
the two other cases, that is when injecting 16 probe-
packet pairs and 2 probe-packet trains of length 9
the difference between calculated reduction and ac-
tual reduction in TCP performance is smaller. This
is better in some sense, because then the probe-packet
sender knows how large the impact from the probe
packets is on TCP performance. Thus, it can take
that into consideration when estimating the available
bandwidth. One more thing should be noted about
the plot, and that is that the reduction in TCP per-
formance is less when probing with probe-packet trains
of length 9 compared to the case when injecting probe-
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Figure 6: The number of transferred TCP bits in dif-
ferent scenarios.
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Figure 7: The number of lost TCP packets.

packet pairs or probe-packet trains of length 17. Now,
to minimize the impact of the probe packets on TCP
one might choose to use medium-length probe-packet
trains.

Figure 6 corresponds to simulation results where the
latency between TCP senders and receivers has in-
creased to 82 ms. The same pattern is visible here,
but perhaps even more clear. The difference between
the calculated reduction in TCP performance when
probing with one probe-packet train of length 17 and
the actual reduction is significant. The differences in
the two other scenarios are, as in the previous case,
much smaller. If the probe-packet sender intends to
minimize the reduction in performance experienced by
the TCP flows, it seems to be a good choice to inject
probe-packet trains of length 9 two times per second.

Simulations have also been performed using other
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Figure 8: The mean RTT.

probe-packet train lengths (but still keeping the num-
ber of samples fixed at 16). However, the reduction in
TCP performance does not decrease much further and
thus those simulations are left out of this paper.

It has been discussed in the past whether probe-
packet pairs or probe-packet trains is the most network
friendly flight pattern. As we have shown above, it is
not trivial to decide. The reason for this is that the
injection of probe packets affects both the TCP loss
rate and round-trip times. This is further discussed
below.

In Figure 7 the TCP packet loss is shown on the
y-axis. The x-axis is the number of aggregated TCP
flows over the bottleneck link. The loss is minimized
when no probing is performed (as expected). Further,
it is seen that the packet loss when injecting probe-
packet pairs, 16 times per second, is nearly equally low
as in the case with no probing. Increasing the bursti-
ness of the probe packets (i.e. increasing the probe-
packet train length) increases the number of lost TCP
packets. Based on this one would assume that using
the flight pattern of 9 probe-packets twice a second
should decrease the TCP performance more compared
to the case when injecting probe-packet pairs. How-
ever, as seen above this is not the case. Why is that?

In Figure 8 the mean TCP round-trip time is plot-
ted for the different flight patterns. From the plot it
is clear that injecting probe-packet pairs increases the
TCP round-trip time, which in turn decreases the TCP
performance. Injecting probe-packet trains of length 9
on the other hand decreases the round-trip time. This
is due to a higher loss rate, which decreases the queu-
ing time in the routers for the TCP packets. Hence
the TCP performance is not reduced as much as in
the probe-packet pair case. That is, both the TCP loss



rate and mean RTT are affected, in different ways, by
the probe packets sent in different flight patterns.

Important conclusions from this section are the fol-
lowing:

e It seems that medium length probe-packet trains
(9 packets) are preferable in order to minimize the
reduction in TCP performance.

e TCP performance decreases due to packet loss
and increased round-trip time caused by the probe
packets.

e The available bandwidth can actually increase
when sending probe packets with a bursty flight
pattern through a network path.

4 Network friendly probing

Many applications, such as games and IP-telephony,
use UDP instead of TCP. Some of these applications
have to transfer large amounts of data over the net-
work. This can cause congestion in the network, since
UDP does not have built-in congestion control mecha-
nisms. Congestion caused by UDP is harmful to other
UDP flows as well as to TCP flows sharing the bottle-
neck. The Data Congestion Control Protocol, DCCP
[12], is one attempt to standardize a congestion con-
trol protocol for flows that does not need (or performs
worse using) TCP.

However, in the case with available bandwidth mea-
surement methods the probe-packet rate (UDP pack-
ets) can not be controlled in the same way, since these
methods rely on causing congestion. Still, there is a
need to make available bandwidth measurement meth-
ods as network friendly as possible.

The findings in the previous section provide valuable
insights to a quantitative definition of network friendly
probing for available bandwidth measurement meth-
ods. In this paper, the following definition is proposed:

Definition: If 1) the reduction in TCP performance
is minimized and 2) during a time interval, the
injection of x Mbit of probe packets does not decrease
the total amount of transferred TCP bits more than
x Mbit, the injection of probe packets is considered
network friendly.

Using this definition, different probe-packet flight
patterns can be compared to each other when consider-
ing network friendliness. Of course, to optimize avail-
able bandwidth measurement methods, estimation ac-
curacy and time aspects must also be considered.

Take the plot in Figure 6 as an example. Comparing
the case when injecting 16 probe-packet pairs to the
case when injecting 2 probe-packet train of length 9 per
second, at TCP aggregation 19 on the x-axis; which
is the most network friendly alternative to use with
respect to the above definition? The relation between
calculated and actual reduction in TCP performance
is approximately the same. However, it is clear that
injecting probe-packet trains of length 9 results in a
smaller reduction in TCP performance compared to
the probe-packet pair case. Thus, using 2 probe-packet
trains of length 9 per second is the best alternative.

From the view of available bandwidth measurement
methods it is important to keep a one-to-one relation
between the amount of injected probe packets and the
reduction in TCP performance, not only due to the
definition of network friendly probing above. Consider
the following; if a probe-packet sender injects z Mbps
of probe traffic while the reduction is higher than z,
then the packets injected by the probe-packet sender
may actually have increased the available bandwidth.
This is a problem that must be addressed (e.g. by
being network friendly). Another question that is im-
portant to ask is: what was the available bandwidth
before the probe-packets actually were injected? Is it
possible to calculate it if the one-to-one relation is not
fulfilled?

A study of how network friendly state-of-the-art
available bandwidth measurement methods are, com-
pared to each other is left to future research.

5 Tools with special flight pat-
terns

One end-to-end available bandwidth tool that does not
inject probe packets using probe-packet pairs or trains
is Pathchirp. Instead, Pathchirp injects the probe
packets in so called chirps where the separation be-
tween two successive probe packets is exponentially
decreasing. Using this method several probe-packet
rates can be scanned in one chirp. Since the scope of
this paper is to investigate the impact of active probing
on TCP such a flight pattern is of interest.

In Figure 9 it is shown how much the probe pack-
ets injected by Pathchirp affect the TCP performance.
Lines corresponding to the impact of probe-packet
trains of length 9 twice a second are shown for com-
parison. The number of injected UDP based probe
packets by Pathchirp during 100 seconds in different
scenarios is shown in Table 1. The probe-packet size
is 1200 bytes. The results are means of 10 simulation



No. TCPs 1 3 5 7 9
No. packets | 2114 | 921 | 767 | 740 | 806
No. TCPs 11 13 15 17 19

No. packets | 722 | 631 | 616 | 604 | 562

Table 1: Number of injected probe packets by
Pathchirp in different scenarios during 100 second sim-
ulations.
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Figure 9: The number of transferred TCP bits in dif-
ferent scenarios.

runs.

From the figure it is clear that Pathchirp also af-
fects the TCP performance in a negative way. At a
higher TCP aggregation level the Pathchirp way of in-
jecting probe packets is more network friendly than
using probe-packet trains of length 9. These results
give a hint of how network friendly Pathchirp is.

However, it is not possible to actually compare the
two cases straight off since the Pathchirp curve orig-
inates from a real tool that varies the number of in-
jected probe packets depending on the current path
conditions while the probe-packet train injection is
done by a synthetic probe-packet generator.

6 Discussion

As shown in this paper the impact of the probe packets
on TCP performance is larger than the actual number
of bits injected. But is it really a big problem?

In Figure 62 the number of transferred bits by 19
TCP flows in one simulation run is decreased from
960 Mbits to 918 Mbits when injecting probe-packet

2The same reasoning can be made for other TCP aggregation
levels as well as for the results shown in Figure 5.

trains of length 17. That corresponds to a decrease of
the TCP performance close to 4.5%. The calculated
reduction for this flight pattern is 1.7%. Further, the
procentual difference between the impacts caused by
injecting probe packets with different flight patterns is
quite small.

When injecting probe-packet trains of length 9,
which is the network friendly flight pattern as de-
scribed above, into the network path the reduction in
TCP performance is only 2.2% (in Figure 6 at TCP ag-
gregation level 19). The calculated reduction is 1.9%.
The conclusion is that the impact of the probe pack-
ets on TCP performance is quite small as well as the
difference between using different flight patterns. Even
tough the difference is small it is desirable to use the
most network friendly flight pattern in order to reduce
the impact on TCP as well as other network flows.

It is still a problem that the TCP performance is
decreased by the probe packets. This problem gets
more apparent when available bandwidth measure-
ment methods are used in larger scales. That is, when
several measurement sessions may take place concur-
rently over the same network path. Then the probe
packets will push back the TCP flows.

How to solve this problem is left to future research.
However, viable approaches is to be network friendly.
It is also important to investigate whether application
traffic can be used as probe packets in order to mini-
mize the overhead on the network.

7 Conclusions

Since TCP is a dynamic protocol that varies the send
rate depending on network latency and loss rate, the
injection of probe packets will affect its performance.

The impact of probe packets, injected by available
bandwidth measurement methods, on TCP has been
investigated in this paper. The investigation has been
performed in an NS-2 environment.

The results indicate that medium length probe-
packet trains (or perhaps chirps) are the flight pattern
to be used in order to minimize the reduction in TCP
performance.

The reduction in TCP performance is due to the
fact that the probe packets cause TCP packet loss,
by long probe-packet trains, and increased round-trip
time, mainly caused by many probe-packet pairs.

The term “network friendly probing” has been de-
fined and discussed in the paper.

Future work is to compare how network friendly end-
to-end available bandwidth measurement methods are
compared to each other. It will also be investigated



what estimates will be produced by available band-
width measurement methods when the cross traffic
mainly consists of TCP flows. The relation between
network friendliness and measurement accuracy is also
an open issue.
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